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1 | INTRODUCTION

Yuzhe Liu®

| Wei Li’

Abstract

With the development of digitalisation and intelligence, the power system has been
upgraded from the traditional single energy transmission and conversion system to a
complex cyber-physical power system (CPPS) with tightly coupled energy and infor-
mation flows. The cyber-physical power system achieves the controllability and observ-
ability of the power system through ubiquitous sensing technology, advanced
measurement technology, and powerful information processing technology. However, the
large number of intelligent electronic device accesses and frequent information in-
teractions in CPPS make it more vulnerable and susceptible to be attacked than any
previous single structured system. Viruses and intrusions can attack the CPPS through
the cyber subsystem, which in turn can deal a fatal blow to the energy supply physical
system. Because of the above problems, malicious attacks against CPPS have been
occurring in recent years and have generated a great deal of scholarly attention. This
paper precisely focusses on this problem, by profiling the structure of CPPS and the
potential threats, conducting an in-depth analysis of CPPS attack modes from the cyber
and physical subsystems, and summarising the three-level security defence methods for
CPPS in detail. Finally, the future technological development prospects of CPPS security
research are explicitly addressed, which will provide technical support for building reli-
able, safe, and robust energy systems.

KEYWORDS
coordinated cyber-physical attacks, cyber-physical power system, false data injection attacks, intrusion detection,
security information and event management

aspects of power system electrical energy production, trans-
mission, distribution, and consumption etc. S. Buldyrev's

In recent years, with the development of computer technology,
communication network, and intelligent devices, the traditional
energy and power system with physical equipment as the core
is gradually combined more closely with information and
communication technology and gradually evolved into Cyber-
Physical Power System (CPPS), which is a multi-dimensional
heterogeneous system integrating control, computing and
communication. The structure of CPPS is shown in Figure 1.

In CPPS, a large number of power physical devices are
connected to the information and communication system
through intelligent electronic devices (IEDs) to accomplish
ubiquitous sensing data collection, edge computing state
identification, and system regulation and control for optimal
operation. Therefore, the CPPS includes complex sensing,
communication, computation, and control, and covers all

research results published in Nature points out that interde-
pendent networks are more fragile and more prone to a cata-
strophic cascade of failures than any single network due to
existing interactive links [1]. Therefore, the CPPS faces many
new challenges in protecting its physical system from inherent
vulnerabilities and defending against attacks on the network
system. It is particularly noteworthy that attacks against CPPS
in recent years have often been launched from the cyber side
and propagated through cross domains, resulting in large-scale
chain failures and incidents in the power system. The first
documented attack on a cyber-physical system (CPS) occurred
in Siberia in 1982, where the attacker manipulated software to
cause a valve to act incorrectly, ultimately leading to a pipeline
explosion [2]. In 2010, the Bushehr nuclear power plant in Iran
was attacked by the Stuxnet worm, which shut down its reactor
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[3]. The wotld's first cyber attack to cause a massive power
system outage occurred in 2015 when the Ukrainian power
system was attacked by the BlackEnergy malware, causing
power outages in more than half of the country [4]. Table 1
lists the large-scale attacks that have occurred in recent years.

From the above attacks, it can be seen that the attacks
against power CPPS are mainly cyberattacks and coordinated
cyber-physical attacks (CCPAs). However, the current research
on CPPS attacks and defence methods is still mostly at the

Energy Management

Control System

Center

Supervisory Control
and Data Acquisition

Information
Flow

Dedicated wired

5w i networks
Communication
(

Network “_ Region data
( collection system

_Information
Flow

Power plants
automation system

level of cyberattack. This paper classifies a variety of attack
modes that CPPS has emerged or may face and summarises the
approach to CPPS security defence in three stages: prior pre-
diction, defence in the event, and immunity afterwards. Finally,
we present the shortcomings of the current CPPS security
research and provide an outlook on the future development of
the technology. The study hopes to provide a reference for
experts and scholars who enhance the security research of
CPPS.

Automatic Generation

% Control

~ Load Frequecy
Z Control

Control
Signal

Utility wired
networks

Wireless Y
networks =

System data Substation >
collection system = automation system

Control
Signal

Generation Transformation& Transmission Distribution Consumption

Physical
Entities

FIGURE 1

TABLE 1 ILarge-scale attacks on energy power systems
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Time Event description

Attack method

1982

Malicious manipulation to the gas transportation pipeline valve control system in Siberia led to
pipeline explosion [2].

2010 The control system of the Iranian nuclear power plant facility was attacked by Stuxnet worm,
causing a 20% number of the centrifuges to be forced to shut down [3, 5].

2013 Several industrial and energy-related companies in the United States were hit by a malware attack
from dragonfly attackers, resulting in a massive energy data breach [6].

2015 The BlackEnergy virus was implanted in the Ukrainian power grid information system, causing
continuous tripping of transmission lines and preventing the system from restarting propetly,
causing 22,500 customers and half of the country outages for several hours [4, 7].

2016 Israel's electricity sector suffered an unknown cyberattack that paralysed the computer systems in
the electric power department for several weeks [8].

2019 Venezuela's power grid suffered five consecutive rounds of attacks, including cyber,
electromagnetic, and physical attacks, within 20 days, causing two consecutive widespread
power outages [9, 10].

2020 Light S.A, a Brazilian electricity company, was attacked by the Sodinokibi malware and hacked for

a ransom of $14 million, while a large amount of electricity data was locked [11, 12].

Cyber attack

Cyber attack

Cyber attack

Cyber attack

Cyber attack

Coordinated cyber-physical attack

Cyber attack
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The rest of this paper is organised as follows: Section 2
summarises the attack methods by classifying three possible
attack modes: cyberattack, physical attack, and CCPA. Sec-
tion 3 comprehensively analyses various security strategies for
CPPS in three stages: prior prediction, in-person defence, and
post-immunisation. Section 4 provides an outlook on the
future technical development of CPPS.

2 | CYBER-PHYSICAL POWER SYSTEM
ATTACK MODES AND ANALYSIS

Cyber-physical power system is a complex system that in-
tegrates communication system, control system, protection
relay system, and distribution management system. The control
system includes Energy Management System, Supervisory
Control and Data Acquisition (SCADA) system, and so on.
Under the normal operation of the system, each of the above
subsystems ensures the normal operation of various power
automation control components and CPPS by collecting,
monitoring, and transmitting real-time operational data.

Attacks against the CPPS are malicious acts that exploit
security flaws and information vulnerabilities in the physical
and cyber systems to track the operational status without
permission. The aim is to damage or degrade the functions and
system resources of the above systems [7, 13, 14]. Typical
forms of attacks against the CPPS and the role of the target are
shown in Figure 2.

2.1 | Cyber attacks
The main targets of attacks on the cyber domain of CPPS are
the various types of cyber terminals and communication net-
works scattered throughout the system. By contrast, it is more
difficult to directly attack or intrude into the central control
centre of CPPS because it generally has more advanced security
defences.

The cyber terminals of CPPS contain a large number of
sensors and information acquisition devices, including Remote
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FIGURE 2 CPPS attack mode and role location. CPPS, Cyber-
Physical Power System

Terminal Unit (RTU), Data Transfer Unit (DTU), Feeder
Terminal Unit (FTU), Transformer Supervisory Terminal Unit
and Phasor Measurement Unit (PMU) installed on the physical
primary equipment or substation of the power system. They
are responsible for the acquisition and uploading of power
system voltage, cutrent, active/reactive power, power quality
data, and switchgear status [15]. The network transmission
layer includes uplink/downlink communication channels and
communication sub-station, such as routers or switches, which
is a multi-level, multi-service complex network.

Since the cyber terminals are the connection points be-
tween the physical devices and the cyber domain of the CPPS,
most terminals exist with simple functions and are placed in
publicly exposed spaces, providing attackers with convenient
opportunities to compromise the CPPS system, such as
through the implantation of viruses and disguised terminal
damage to interfere with the data measurement function of the
information terminals. For the network layer, attackers usually
attack by blocking or disrupting communication channels and
tampering communication data. Since the operation and con-
trol of modern power systems are more dependent on accurate
and robust information data, an attack on the cyber layer would
have a serious impact on the CPPS and the power system.
Common attacks against CPPS cyber terminals include Time
Synchronisation Attacks (TSAs), while those against the
network layer include Denial of Service (DoS) attacks, Data
Replay Attacks (DRAs), and False Data Injection Attacks
(FDIAS) can attack at both sides.

2.1.1 | Time synchronisation attacks

As a distributed system across vast geographic space, the
operation control of the power system especially relies on the
time scale signals from GPS/BeiDou satellites to keep
the system operation control time synchronised in different
regions, such as the power flow calculation of the transmission
and distribution system. The current CPPS terminals have
many inherent defects, such as the Time Synchronies Device of
PMU communicates using plain codes without encryption
authentication mechanism. Using these flaws, TSA transmits
forged satellite navigation messages to induce the CPPS cyber
terminal to receive and decode the wrong synchronisation
time, thus causing time deviation in the calibration data. This
leads to the disruption of the Wide Area Measurement System
and the power regulation and control system makes wrong
control decisions, causing the system to go out of control in
order to achieve the purpose of attack and destruction [16]. A
method for achieving spoofed interference on satellite signals
based on security code estimation and replay attacks, among
others, was presented in Ref. [17]. A low-cost controller-based
GPS analogue positioning software was discussed in Ref. [18],
which can initiate TSA by broadcasting a forged GPS signal
through several function calls. Ref. [19] presented a known
combined interference strategy based on suppression and
spoofing of GPS signals, capable of causing significant time
jitter in the time synchronisation unit in the PMU.
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In addition, actual operational system failures due to jit-
tered synchronised time data were recorded and reported. In
January 2013, due to a time data jitter caused by a malfunction
in the time synchronisation device, the western China power
control centre executed a power generation plant with the
wrong date, resulting in the unnatural shutdown of several
turbines at the hydropower plant [20]. Although this incident
may not have been caused by TSAs, it demonstrates the attack
potential of TSAs in CPPS. As the above analysis, unlike power
equipment such as smart substations or central control master
stations, there are few focussed security defence mechanisms
established for PMUs and TSDs. And the time synchronisation
is the basic data function for almost all monitoring and control
systems in the electric power system, so TSA has a great threat
to the future development of electric power systems.

2.1.2 | Denial of service attacks
Denial of Service attacks are one of the traditional attack
methods against communication networks. Attackers usually
launch attacks through protocol security vulnerabilities, network
traffic flooding, or blocking communication channels [21]. With
the development of CPPS, its communication networks are
becoming more and more complex. Therefore, DoS can attack
the CPPS communication network, such as the telemetry,
remote signalling and remote control channels of FTU, DTU or
RTU [22], which will further affect the dynamic and stable
operation of the control units of the electric power system.

Figure 3 shows a typical DoS attack process. Another de-
rivative attack from DoS is Distributed Denial of Service
(DDoS) attack, which is more insidious and attacking intensity
than DoS attack. Distributed Denial of Service can send
overloaded traffic to the same server through multiple hosts
scattered in different places, resulting in communication being
broken, the service system crashing or hanging, and losing the
ability to operate the power physical system.

Ref. [23] investigated the impact of DoS attacks on the
stability control of Load Frequency Control (LFC) systems and
proposed a new stability criterion based on the duration and
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frequency of DoS attacks. Ref. [24] analysed the stochastic
stability of islanded microgrids under DoS attacks. Ref. [25]
analysed the CPPS with multiple remote state estimation
subsystems under DoS attacks and established a multi-sensor
multi-channel remote state estimation model. With the con-
struction of the new type of power systems in recent years,
more diverse CPPS terminals are connected into the CPPS,
which provide more handlers for DoS or DDoS attacks. Ref.
[26] investigated in detail the fault ride-through capability of
DC microgrids under DoS attacks. Ref. [27] investigated the
impact of a smart grid connected to a large number of electric
vehicles on the LFC system observers under DDoS attacks. In
addition, a simulation platform was proposed in Ref. [28], in
which the vulnerability of CPPS under DoS attacks can be
analysed and the performance of decentralised and distributed
control strategies was compared.

2.1.3 | Data replay attacks

Data Replay Attacks can fool the security certification system
by intercepting and retransmitting certain function-specific
data messages. They are mainly used in undermining the cor-
rectness of the authentication [29]. Since DRAs only need
eavesdrop networks or theft authentication credentials [30], it
will be more easily implemented with the more and more
wireless communication applications in CPPS. Once the
attacker initiates DRAs and successfully deceives the authen-
tication system, it can directly damage the physical system by
tampering with the control commands. Moreover, it also can
make the control centre unable to sense the abnormal state of
the power physical sub-system by replaying the false mea-
surement data with the normal state [31]. This will cause the
security defence to fail to start, resulting in more serious ac-
cidents. Therefore, some scholars have further investigated the
behaviours of DRAs and the detection methods [32, 33].

2.1.4 | False data injection attacks

False Data Injection Attacks are the new type of attack
methods, especially for cyber-physical coupled systems. By
maliciously tampering with the measured data at the sampling
terminals or the state estimation results at the control termi-
nals, FDIAs can cause the misjudgement of the operation state
of the physical power system or misoperation of the control
execution. In CPPS, there is a greater threat of potential
FDIAs due to the characteristics of the complex topology of
the physical power system and the low redundancy of mea-
surement data. For example, it can attack the sampled voltage,
injection power, or line power flow data of the SCADA system
[34], then disrupt the State Estimation (SE), and LFC of the
power system [35], which lead to the SCADA system and
Automatic Generation Control (AGC) system to make the
wrong decision and give the wrong command, resulting in
system instability [36]. False Data Injection Attacks are now
one of the primary threats that seriously damage the security
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and reliable operation of electric power systems. Figure 4 gives
a typical FDIA action process in the CPPS.

Currently, some scholars have begun to study FDIAs and
its characteristics. Ref. [37] investigated various possibilities of
FDIA implementations on different types of CPPS terminals.
Ref. [38] presented how FDIAs can be implemented by
modifying the firmware of RTUs. In analysing the impact of
FDIAs on various types of controls, Ref. [39] gave an example
of FDIAs by injecting false measurement data into CPPS
systems and then leading to unnecessary generator reschedul-
ing and system load shedding. Ref. [40] analysed FDIAs to
AGC system, and the danger of generator frequency deviation
caused by the attack was described in detail. Ref. [41] investi-
gated FDIAs against wide-area control systems, which can lead
to the inaccurate setting of the secondary voltage controller
through measurement data falsification.

2.1.5 | Man-in-middle attacks

MiTMAs ate indirect intrusion attacks in which an attacker
hides himself between the network connections of two or more
communication terminals through technical means to intercept,
eavesdrop, and tamper with information in the channel, thereby
compromising the confidentiality, integrity, and availability of
data [42]. Unlike several of the above-mentioned network attack
methods, MiTMAs are able to intercept accounts and pass-
words of known authentication protocols by cracking
communication protocols or pointing the path to IP address
devices of pre-prepared virus programs, while their whole
process is more stealthy and harder to detect.

In light of MiTMAS' stealthy nature, Ref. [43] investigates
the MiTMAs against CPSs under the random access protocol
scheduling, where an attacker intercepts and modifies the
transmitted data and then forwards them on to degrade the
system performance. Ref. [44] designed and implemented
multi-stage MiTM intrusions in an emulation-based CPPS
testbed model to demonstrate how such attacks can cause
power physical contingencies such as misguided operation and
false advanced metring infrastructure. This work enables smart
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FIGURE 4 The process of FDIAs in CPPS. CPPS, cyber-physical
power system; FDIAs, False Data Injection Attacks

Al

grid security researchers and industry to develop further
detection mechanisms for inconspicuous MiTM attacks.

2.2 | Physical attacks

In addition to the above-mentioned CPPS attacks launched
from the cyber system by drawing on existing various Internet
attack methods, there is a unique physical layer attack against
CPPS, which is a type of attack that directly intrudes into the
physical infrastructure of power or damages the physical sys-
tem. For example, electromagnetic damage attacks using
overvoltage or electromagnetic pulses can damage the electrical
equipment without touching them.

Resonance Attacks (RAs) are one of the typical CPPS
physical attacks, which directly target the electrical physical
infrastructure. It causes abnormal frequency or rate of change
of control of the power system by changing the power load or
contact line signal according to a resonant source. Because the
resonance is inherent of each system, RAs tamper the loads or
generators' status signals that are too faint to be identified by
routine detection methods [45]. The process of RAs is shown
in Figure 5.

Ref. [46] represented the possibility of RA implementation
through the simulation of two-area LFCs and proves that ac-
curate RAs can have irreversible impacts on power system
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frequency control. In the work of Ref. [47], RAs on single area
and multi-area LFC systems consisting of lineat/non-linear
terms, first-order/higher-order terms, automatic voltage reg-
ulators, and power system stabilisers were performed. The
experimental results showed that RAs are capable of causing
damage not only to LFC in one area but also can propagate to
other interconnected areas, creating a larger scale of damage.

2.3 | Coordinated cyber-physical attacks

Since CPPS is a tightly coupled CPS, attackers naturally think
of using coordinated cyber-physical attacks. Through the
overlapping of two parallel domains, the attacks can cross
between cyber and physical domains and form a larger scale
and stronger damage than any single attack. The 2019 attack in
Venezuela was a typical CCPA, which not only proved the
possibility of CCPA but also demonstrated its enormous attack
power and difficulty of defence.

Usually, CCPA will cover up the system failure caused by
physical attack through cyberattack. The purpose of this is to
delay the discovery of the failure and use the time gap to further
expand or launch a larger-scale physical attack, so as to destroy
the secure and stable operation of the system [48]. Figure 6
presents the flow of CCPA.

In the work of Ref. [49], it had been presented that if it
is necessary to cover up false transmission line faults, the
false data need to satisfy Kirchhoff Current Law and
Kirchhoff Voltage Law and cunningly add the data residuals
at both ends of the faulty transmission line to prevent it
from being discovered by PMU. Ref. [50] presented a
cooperative attack on measurement instruments in power
system and its coupled communication networks. Ref. [51]
designed a sparse attack strategy that can obtain the mini-
mum attack set for the entire power grid to carry out a
CCPA, even if the CPPS topology information is incomplete.
In addition, there were also studies on the CCPAs against
AGC and LFC system [52, 53].
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FIGURE 6 The process of coordinated cybet-physical attacks

3 | CYBER-PHYSICAL POWER SYSTEM
SECURITY DEFENCE METHODS AND
CLASSIFICATION

From the above analysis, it can be seen that with the techno-
logical advancement, there are more and more attacks against
CPPS, showing more multi-dimensional and stealthy charac-
teristics. To defend against various attacks, research institutions
and scholars around the world have conducted in-depth
research on CPPS security defence, from the cyber domain
and physical domain [54], from the time dimension and the
space dimension, respectively [55], and from data centric to
study data availability, integrity and confidentiality [56]. As
there are more and more new types of coordinated attacks
against CPPS, the above classification and research cannot well
summarise the previous CPPS security defence methods. This
paper will study the CPPS security detection and defence
methods into pre-attack, attack and post-attack according to
the whole process of the periodic evolution of the attack event.
Figure 7 shows the research structure of this section.

3.1 | Pre-attack security detection and
defence strategy

In the face of possible attacks, any CPPS will deploy responsive
security defence strategies, the primary of which is to effec-
tively block potential attacks through identity authentication
and security encryption.

3.1.1 | Security authentication and trusted access
technologies

As the above analysis, with the construction of new type of
electric power system, more and more IED will be connected to
CPPS, including distributed renewable energy monitoring de-
vices on the customer side, regulation device of energy storage
units, and smart sensors to realise more comprehensive and
detailed observability of power system. These IEDs belong to
different subjects, so authentication and trusted access

Resource
Allocation
Secure access Defensive
technology Pre-Attack Strategy
Forensic Intrusion
Analysis Detection
After-Attack Under-Attack
Control Identification
Calibration v Technology

FIGURE 7 CPPS security defence phase. CPPS, Cyber-Physical Power
System
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technologies are necessary when the system requites a ‘plug-
and-play’ accessing manner. At the same time, any data trans-
mitted in CPPS should be encrypted to prevent data from being
eavesdropped on or tampered. Security authentication tech-
nology is to verify whether the identity of the access object is
legal, in which the object can be a consumer, a smart device or
any other components connected to CPPS [57]. Authentication
technology is the first line of defence of CPPS security. Some
previous work is presented, such as a lightweight security
authentication mechanism based on artificial intelligence Mar-
kov model prediction is proposed in Ref. [58]. A low-entropy-
based shared password scheme for CPPS communication
devices accessing authorisation is presented in Ref. [59]. More-
over, a blockchain-based trust consensus method for cyber ter-
minals in zero-trust environments was proposed in Ref. [60],
in which the consortium blockchain and beta distribution mul-
tiple trust evaluation mechanism was employed to enhance the
reliability of the trust parameters, which can evaluate the terminal
credibility and respond to multiple malicious attacks.

As a traditional method of communication security, data
encryption is always used to encrypt and retransmit plaintext
data to prevent attackers or eavesdroppers from obtaining
important data. The methods of data encryption are mainly
divided into symmetric key encryption and asymmetric key
encryption. Currently, the two methods are widely used in
various devices and scenatios of CPPS applications according
to different requirements such as data criticality and compu-
tational complexity.

3.1.2 | Defensive strategy and resource allocation
In addition to the above effective security prevention methods,
the development of defence strategies will be able to detect
potential dangers, achieve early prevention of possible attacks,
and optimise the allocation of defence resources.

Through the analysis and simulation of the various attacks
and evaluation of system petformance, the defence strategy
can be effectively set up to discover the weaknesses of the
current CPPS system from the attacket's perspective. And
based on modelling and system extrapolation to derive the
possible damage degree after the attack, the system can provide
advance resource allocation deployment for the subsequent
security defence of CPPS. Several attack models have been
presented to simulate different attack methods, which included
the parameter-weighted temporal automata evaluation models
based on attack tree models [61]; the attack graphs model to
simulate and quantitatively evaluate CPPS network attacks and
cross-domains chain failures [62], and the models of the event-
synchronous attacks and event-unsynchronous attacks on
PMU measurement data [63]. In addition, a vulnerability
assessment of power systems under the influence of noisy data
ingestion and cyberattack was proposed in Ref. [64].

Once the attack simulation and system performance eval-
uation have been carried out, it is necessary to deploy defence
resources based on the potential risks of the explored CPPS
and improve the system defence capability.

Ref. [65] investigated the changes of key operating pa-
rameters of power systems under FDIAs and proposed a
game-theoretic-based defence resource allocation method. Ref.
[66] proposed a probabilistic risk analysis framework based on
Bayesian adaptive networks, which can help control system to
rationally allocate defence resources in resource-constrained
situations. Ref. [67] proposed a co-evolutionary algorithm to
obtain the optimal action set of a large-scale network equilib-
rium defence during the dynamic attacks. Ref. [68] modelled
the attack and defence behaviours at three parts: power plant,
power transmission system, and power distribution system, and
then studied the different optimal defence strategy for the
three parts, respectively.

The above defence strategies and resource configuration
will be deployed in the CPPS system in advance through the
firewall and forward and reverse isolation devices.

3.2 | Defence strategies in attack events

3.2.1 | Multi-level security line of defence

approach for traditional power system and
cyber-physical power system

The traditional power system enhances the safety of the
system in response to faults by setting up ‘three lines of
defence’. The first line of defence relies on fast relay pro-
tection and effective preventive control strategies to ensutre
stable grid operation and normal power supply in the event
of a common single fault; the second line of defence is used
to ensure that the power grid can continue to maintain stable
operation in case of low probability serious faults by adopting
stability control devices and emergency control measures
such as generator-shedding and load-shedding; the third line
of defence is used to pre-instal out-of-step deregulation,
frequency, and voltage emergency control devices in the
system. When the power system is damaged by multiple
serious accidents, these devices can be urgently started for
emergency control to prevent the expansion of accidents and
large-scale power outages. Coupled with the above multiple
defence lines, the CPPS ‘three lines of security defence’ have
been gradually formed. Figure 8 presents a detailed structure
diagram between the two types of ‘three lines of security
defence’.

In CPPS, the first line of defence is used to enhance
communication network planning and provide efficient routing
for services, which can achieve advance prevention. It is
analogous to the construction and operation planning of
electric power systems to improve the capability to resist to
anticipated failures; the second line of defence is used to
achieve rapid recovery of the service path by network self-
healing protection functions, which is analogous to the po-
wer system's emergency control strategy to quickly remove
failures; the third line of defence is used to achieve system-level
correction by blocking existing channels or centralising man-
agement of limited communication resources for rerouting, It
will be urgently started when a serious failure cannot be
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more complex than that of the power system because the
electric power system splitting only needs to calculate the power
flow, while CPPS should consider the coupling relationship
between cyber and physics system. If it is necessary to block the
fault evolution and cut off one of communication links, a
certain number of power services will be interrupted. There-
fore, if the cyber cutting surface is not unified with the physical
cutting surface, it will expand the scope of power outage and
aggravate the fault damage. To solve this thorny problem, Ref.
[70] proposed a novel CPPS saturation defence scheme based
on cyber-physical unified active cuts. It can effectively prevent
the expansion of attack damage, and the stable operation of the
main security area can be guaranteed.

3.2.2 | Intrusion detection and defence
technology

When CPPS has been attacked, if it can accurately identify the
intrusion mode and attack point in the shortest possible time, it

FIGURE 9 Intrusion detection and identification technology

will win the most valuable time for defence and will be able to
minimise the consequences of the attack through the right
defence strategies. Therefore, fast and accurate intrusion
detection methods are deeply studied. It can be divided into
power physical domain and information domain according to
the structure of CPPS, including feature-based and bias-based
methods, as shown in Figure 9.

The detection method of power physics side mainly de-
pends on judging whether the electrical measurement, decision
action instructions and sudden changes in system operation
state comply with the physical law of power system [54]. For
example, bad data detection and identification based on re-
sidual detection method or spatio-temporal correlation con-
dition constraints [71], and doubly-fed deep learning
identification methods for PMU's bad data [72]. In addition,
there are multi-step bad data detection algorithms for SCADA
systems and FDIAs [73, 74].
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The detection methods on the cyber side mainly relies on
the intrusion detection in information technology, which is
usually with the help of intrusion detection system (IDS) or
Security Information and Event Management system to detect
the addresses and network logs of cyber devices, transmission
traffic or communication patterns. For example, consistency
detection method or identification based on prior information
is employed.

Ref. [75] found the abnormal transmission events in
communication network by comparing the data sent and
received by sensors and actuators. For more types of cyber-
attacks, the work of Ref. [76] proposed an intrusion detection
model based on whale optimisation algorithm and artificial
neural network and then designed a classification intrusion
detection method. Combined with electric power devices, such
as smart metres and power scenarios, Ref. [77] proposed an
attack detection method based on a support vector machine
algorithm. For SCADA systems, an anomaly detection method
based on Gaussian mixture model and Kalman filtering was
designed in Ref. [78]; Ref. [79] proposed an intrusion detector-
based design and a second frequency control method for
possible DoS attacks on power system frequency controllers.
Considering multi-area interconnected power system scenarios,
Ref. [80] proposed a distributed data de-determination intrusion
detection method for FDIAs. The work of Ref. [81] further
considered FDIA detection methods in the scenarios where
large-scale electric vehicles are connected to the power system.
In addition, unlike the existing disassembled identification of
each frame message, Ref. [82] proposes an artificial swarm-
optimised support vector machine (ABC-SVM) anomaly
traffic spectrum clustering detection method based on mixed
time-frequency domain features of CPPS information streams,
which greatly improves the detection speed and can accurately
identify unknown attacks or intrusions because only stream
transmission behaviour features are required without each data
packet analysed.

In recent years, with the rapid development of artificial
intelligence technology, new intrusion detection methods
based on machine learning methods have been significantly
improved in terms of recognition accuracy, for example, the
energy Internet network attack and fraudulent transaction
detection methods based on recursive neural netwotks and
blockchain technology are used against the network attacks or
fraudulent transaction in energy Internet [83], and CPPS
intrusion detection methods based on preprocessing of feature
volume extraction and machine learning classifiers.

The fundamental goal of CPPS defence is to ensure the
operational stability of the power system, including voltage
stability, frequency stability, and power angle stability. There-
fore, CPPS defence methods mostly combine attack blocking
and system stability control closely. By researching on targeted
control strategies or designing controllers, it can maintain the
system stability and minimise the impact of attacks, once an
attack occurs. The present security control methods for CPPS
attacks can be divided into two categories: resilient control
methods and active defence control methods. Resilient control
methods analyse the quantitative relationship between system

performance and attack parameters based on the special attack
model, use the Lyapunov function method to analyse the
resilience constraints in the attack case, and then design the
resilience control trigger mechanism to ensure the input state
stability [84]. But this type of method is very conservative.
Active defence control methods use active compensation
mechanisms to cope with attacks and ensure control system
performance, including predictive control methods [85], multi-
channel networked control methods [86] etc.

There is also an interesting defence technique for spoofing
the attacker, Honeypot Technology, which is the trap technique
in network defence [87]. By arranging some network servicers,
hosts or messages as bait, attackers are easily hooked to attack
them. Then the attack behaviour can be captured and analysed;
the tools and attack methods used by the attacker can be ob-
tained. The honeypot technique can infer the intention and
motivation of the attack, and then reinforce the system. At the
same time, the honeypot technique can also consume and
weaken attack resources.

3.3 | Post-attack

Whether the attack has been detected in time and blocked or
has caused an incident and the system recovery is completed by
reconfiguration or reboot, it should be analysed in detail and
updated after the attack. For example, IDS signature, anti-virus
database and security policy should be updated in time for
post-attack immunisation and security defence upgrade to
protect CPPS from similar attacks in the future. Forensic
Analysis (FA), as a major method for post-event threat infor-
mation collection and analysis forensics for attacks, includes
three steps of intrusion/attack evidence collection, threat in-
formation analysis, and evidence presentation. Ref. [88] iden-
tified FDIAs on advanced metring infrastructures and trace
forensics by performing FA on the data in network traffic logs.
Ref. [89] proposed a digital forensic approach based on
sandbox and FA technologies to analyse the historical attack
data of Wide Area Monitoring Systems, Protection and Control
Systems. Through the analysis of forensics and backward
reinforcement to update the virus database or attack behaviour
sample database for security immunity, the security defence
capability is improved.

4 | CHALLENGES AND PROSPECTS

With the development of sensing, communication, and cloud-
edge collaborative information processing technologies, the
complexity of CPPS with tightly coupled energy flow and in-
formation flow is gradually increasing, and its security and
stability directly affect the electric power system. This paper
analyses and summarises the typical attack patterns and multi-
dimensional defence methods of CPPS. But attack and defence
must be the relationship of the spear and shield, which is a
dynamic process of mutual resistance and counterbalance. New
types of attacks against CPPS have never stopped emerging.
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Therefore, at the end of this paper, we think about the prob-
lems that need to be deeply studied and solved in CPPS
defence, so as to provide a reference for the subsequent

technical development.
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The existing research on CPPS security are based on the
attacks that have been detected or have been intercepted,
but there is a lack of effective research on the identification
and defence against unknown attacks. As mentioned
eatlier, new types of viruses and attacks against CPPS keep
emerging. Therefore, rapid identification and active
defence without a priori information of unknown attacks
are of great significance to improve the security of CPPS.
CCPA is more destructive and stealthier than any other
network attacks due to the diversity of attack combinations
and the difficulty of attack detection. From the recent at-
tacks, we can also see that once a coordinated attack oc-
curs, it will cause irreversible harm. However, there is little
research on coordinated cyber-physical attacks, so the new
defence methods against CCPA are the interesting topic
worth exploring,

With the development of the new generation of artificial
intelligence technology, represented by deep learning and
reinforcement learning, it has shown powerful and good
application effects in the field of CPPS attack detection
and security defence. Artificial intelligence algorithms are
based on the big data sample libraries. So, it is greatly
important to establish CPPS attack sample libraries, which
can effectively improve the system's ability to quickly
identify abnormal behaviour and reduce the false alarm
rate. Therefore, it is necessary to establish a comprehen-
sive information collection mechanism and a unified CPPS
attack sample database. It can be collaboratively shared
among countries around the world.

The off-line simulation is mainly used to study the dy-
namic process of CPPS attack and defence. But it hardly
demonstrates the complex and fast dynamic evolution of
both cyber and physical sub-systems in CPPS. Therefore, it
is an urgent need to establish a real experimental field,
which will play an extremely important role in promoting
CPPS system risk analysis, chain fault propagation,
resource deployment and dynamic arming. CPPS is an
independent system with numerous devices and compo-
nents, including power physical equipment, electrical
quantity sensing and measuring devices and communica-
tion networks, and there exists a large span of voltage
levels from £1100 kV to 110 V. The construction of the
real experimental field needs to employ dynamic simula-
tion and digital twin technologies should be studied and
employed in CPPS real experimental field.
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