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ABSTRACT Despite the numerous and noticeable inherited gains of Mobile Cloud Computing (MCC) in
healthcare, its growth is being hindered by privacy and security challenges. Such issues require the utmost
urgent attention to realize its full scale and efficient usage. There is a need to secure Health Information
worldwide, regionally, and locally. To fully avail of the health services, it is crucial to put in place the
demanded security practices for the prevention of security breaches and vulnerabilities. Hence, this research
is deliberated on to provide requirement-oriented health information security using the Modular Encryption
Standard (MES) based on the layered modeling of the security measures. The performance analysis shows
that the proposed work excels, compared to other commonly used algorithms against the health information
security at the MCC environment in terms of better performance and auxiliary qualitative security ensuring

measures.

INDEX TERMS MES, health information security, mobile cloud computing, requirement-oriented approach,

modular protection-based computing.

I. INTRODUCTION

As computing technologies have rapidly growth [1], [2],
cloud computing has earned a lot of popularity in recent years
through applications, services, storage, and computing over
the Internet. It is commonly utilized in many domains like
Medical Science, Agriculture, Business, Information Tech-
nology, and many others. Additionally, it encourages resource
provisioning flexibility and cost-effective decoupling admin-
istrations. Smart devices like smartphones and tablets are pro-
gressively turning into a fundamental constituent of human
life as a convenient and effective tool for communication
that is not limited by place and time. Smart device users
assemble rich experience of different administrations from
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mobile apps such as Google Applications and iPhone appli-
cations which run on the remote servers using wireless con-
nectivity to the network. The integration of cloud computing
with mobile phones is known as Mobile Cloud Computing
(MCC) [3], [4].

As MCC can offer a few significant benefits, for example,
expanded battery life and high-level storage capability, scal-
ability, adaptability, and a few key demands keep on being
a significant hindrance to MCC. An overview of MCC is
depicted in FIGURE 1. One of the leading difficulties incor-
porates the security and privacy of confidential information.
Nowadays, MCC is highly involved in cloud based-health
monitoring, but due to lack of proper security, it is not getting
as much attention as it should be. Such challenges need to
be addressed to appeal to the mobile cloud user towards
MCC [5]-[7].
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TABLE 1. Medical records.

Records Details
Primary Records Age, Gender, Marital status, Education, Family situation, Family history of the disease, Economic situation
Lifestyle Physical Activity, Diet, Smoking, Drinking, and Occupational visits.
Health Disorders Eye, Foot, Diabetic, Nephropathy, Cerebrovascular, Cardiovascular, and other disorders.
Recall Records Medications, Accessory evaluations, Signs, symptoms, and cause for referral to a doctor.
Daily review Records  Difficulties like Hypertension and Hypoglycemia.
Examinations Cerebrovascular, Cardiovascular state, Blood lipids, Blood pressure, Blood glucose control or others.

Diagnosis regimens Administering drugs, a Lifestyle guide

I

Internet

f Database = |

1 server

Central Processors

User Users User

FIGURE 1. Mobile cloud computing.

Security of Health Information (HI) is an iterative pro-
cedure (with the technological improvements) along with
the changes to the healthcare environs. By the adaptation
of new schemes to upgrade the quality and effectiveness
of HI in practice, it is additionally imperative to recon-
sider the security policies and practices of HI [8]-[12].
Recognizing the threats and securing the HI is challeng-
ing and demanding for small health-centers. This research
is intended to enable the practice to get ready for those
demands and challenges, for effective risk assessment, and
provide suitable security approaches to ensure HI security.
MCC is a potential approach for versatile electronic services.
In like manner, MCC is probably going to be an incredi-
ble approach to monitor the healthcare space. MCC offers
new sorts of administrations and offices for patients and
guardians.

In the healthcare domain, MCC offers several favors [13]
as:

1) Portability: The facilitation of remote access monitoring

of health information in a ubiquitous and distributed
manner.
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2) Scalability: The facilitation of remote access to patient
information.

3) Modernization: MCC lessens the barriers to the modern-
ization of healthcare applications.

4) Performance: A quick access to computing, big data
storage can be done by MCC. It provides easy informa-
tion sharing and cost reduction as well.

5) Collaboration: It provides team-care facilitation and
maintained collaboration.

The integration and federation requirements from distinct
domains like health insurance, hospitals, and medical lab-
oratories, have evolved the domain of Health Information
Security (HIS). HIS can be regarded as the utilization of
e-commerce policies and practices and the infrastructure
of Information Technology (IT) for the manipulation, shar-
ing, and processing of Health Information (HI). It is one
of the rising fields of public health and medical informat-
ics. HI requires organized and coordinated tactics, which
comprises the collection of HI monitoring and securing
approaches at cloud [14]. Among other solutions, MCC
can be the leading HI monitoring approach. The integration
of Cloud Computing, Healthcare Computing, and Mobile
Computing are known as Healthcare Mobile Cloud Comput-
ing (HMCC) as shown in FIGURE 2. Table 1 presents the
types of medical records. While the threats to different kinds
of medical records and their impacts can be categorized as
given in Tables 2 and 3.

Cloud
computing

7

Health mobile cloud computing

ealthcare
Computing

Mobile
computing

FIGURE 2. Health mobile cloud computing [15].

Although HI offers interesting security and protection chal-
lenges that require a crisp assessment of the standard facili-
ties and approaches to deal with HI security [16]-[18]. The
importance of security and protection in healthcare raises the
issues of the information classification, which is the primary
determinant in the adaptation and successful utilization of
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TABLE 2. Categorization of HI threats.

Threat

Description

Cannot get HI (outside the trust-limit) from a source. Consideration of auditing and logging to record

HI-Repudiation
the trust-boundary’s opposite side.

the summary, time, and source. Devising the claims: cannot compose information got from an individual on

Refer to consistent Cross-Site Scripting (CSS) risks and threats as it does not clean the inputs and output of the

HI-Tampering

information storage device and to CSS risks. Altering or reading the information sent over a verified dataflow.

Attacker tampering and prompting device corruption. Log-files based attacks.

Attacker spoofing, prompting data revelation. Consider utilizing a standardized verification scheme to distinguish

HI-Spoofing

the procedure of destination. Attacker spoofing, prompting wrong information transmitted to the web-servers.

Attacker spoofing, rather than the information is written to the device, prompting the target of the attacker.

To a server, a DDoS attack that associates with a biosensor, the device of the user, is a potential danger that can

DDoS-Attack

make a service unfeasible. Resource utilization can be difficult to manage, and there are times that it works

well to let the Operating System carry out the tasks.

Confidentiality Breach

A confidentiality breach happens when information or data given in certainty to the cloud service provider by
the user is revealed to an outsider without the consent of the user.

HI-forgery /Eavesdropping

Attack to individual data and clinical records that move between the server and the biosensor, the server,
and the medical-framework, or the server and the device of the user.

TABLE 3. Impacts of security loss.

Security-concerns Impact

Confidentiality loss  Reputation loss; Legal claims; Trust loss; Embarrassment for patient

Availability Loss Financial impacts; Low-level quality of service; Legal impacts; Inadequate treatment for the patient
Integrity Loss Financial issues; Inadequate management; Poor treatment of the patient

Repudiation Issues

Reputation loss; Accountability loss; Financial issues

Non-auditability

Inadequate management; Inability to claim penalties and take legal action

Authenticity Loss Poor treatment of the patient

HI. Current schemes in the domain of HI management high-
light the requirement for extensive joining of confidential-
ity, privacy, and security safeguards inside the HI security
approaches and practices. This raises significant challenges
that require a comprehensive approach for security engineer-
ing to identify, classify, and secure the variety of HI [19].
The following questions represent the objectives behind this
research:

o« How can a layered security modeling approach be
applied toward HI security and what are the significant
consequences of this?

« What kind of threats can be prevented by the Layered
Security modeling?

o How can we protect the HI against the MCC insider’s
(cloud service provider’s) attacks?

« How can a modular protection-based computing scheme
be utilized in an MCC environment, with some modules
at the user side, and few at the cloud side?

e How can we have a requirement-centric and data
nature-centric ~ securing  approach  against HI
confidentiality?

General cloud-based healthcare management is shown
in FIGURE 3. Although various cryptographic and
non-cryptographic schemes have been utilized for the assur-
ance of privacy and security preservations of HI at MCC,
however, this research is aimed at utilizing and analyzing
a layered security-based data nature-centric cryptographic
scheme i.e., MES, against the assurance of HI confidentiality
in the MCC environment. Additionally, we provided the
secure HI sharing mechanism among the intended parties
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FIGURE 3. Medical data management at cloud [20].

(healthcare, patient, doctor, or referral by one doctor to some
other specialist) based on the requirements. The upcoming
paragraph provides a short description of the intended scheme
discusses how MES ensures confidentiality.

MES is a modular symmetric cryptographic algorithm.
Using this scheme, the first module with entropy-based Key
generation is actualized on the MCC client-side and the sec-
ond extender/contractor module is intended for the extension
and compression of health records before transferring data to
the cloud. Then the remainder of the modules are performed
on the crypto-cloud and lastly, the multi-cloud-based stor-
age is carried out. Consequently, such a modular scheme at
different layers drives us towards the multi-layered modular
security of health records at the cloud. In this way, even the
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cloud service provider cannot approach the HI, because each
cloud service provider approaches the enciphered version of
the health record (i.e., the block of data, not the entire data).
In this way, it would protect the HI, from insider access as
well as from outside access too. The differentiating features
of the intended scheme in the MCC environment are pre-
sented below:

o The proposed work provides secure HI storage against
ensuring the confidentiality of the cloud service
provider.

« Itensures the confidentiality of HI against any hacker or
third party/malicious outsider.

« Itprovides a requirement centric approach against ensur-
ing the confidentiality of HI (i.e., separate classification
of security provision based on the sensitivity level of HI).

« Full control of the patient to their HI.

o Unwanted attempt to access the HI would be restricted.

« Only the patient has full access to his data. Also, based
on a requirement can be shared with others i.e., special-
ists and experts.

« Layered modeling with modularity support against the
intruder’s attacks to HI.

The proposed work would tackle all the above-mentioned
concerns. The remainder of the article is arranged as follows.
Section II provides the literature of this research. Section III
presents an overview of the methodology. Section IV elu-
cidates the detailed mechanism of the proposed work.
Section V explains the performance analysis of the proposed
work, whereas Section VI concludes the study.

Il. RELATED WORK
The section presents the literature survey of the HI security
threats and approaches against ensuring its confidentiality in
the cloud. Potent security and privacy risks and threats of
MCC have appeared as considerable issues. MCC’s users and
enterprises are greatly dependent on their provided services.
Numerous research attempts and solutions have been pro-
posed to attend privacy and security challenges.
Tele-monitoring (not a novel innovation in Information-
Technology) has been utilized to remotely screen the patient’s
health (that are present in far off places), like clinical centers
and emergency clinics. These days, it is a potent E-health
service. By the utilization of telecommunication technolo-
gies, the diagnosis, evaluation, and treatment of the patient are
being carried out. While performing diagnosis and treatment,
access to Electronic Health Information (EHI) is a prereq-
uisite. Despite the emerging popularity of EHI cloud-based
maintenance and monitoring, there are numerous security
challenges. Among these challenges, attack for information
theft is a key challenge. AlSheikSalem and Al-Ani [15] pro-
posed a scheme for private healthcare information security
utilizing fog computing i.e., tri-party one round authenticated
key agreement protocol. Where among the participants, a ses-
sion key can be generated, and consequently, a decoy tech-
nique based, secure healthcare information accession scheme
was implemented.
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One of the emerging technologies in healthcare monitor-
ing is the Internet of Things (IoT). This technology refers
to interact with everyday objects. Several studies [21]—[23]
analyzed the scenarios of connectivity of wireless sensors
(connected to the objects) and the interconnection of multiple
objects. The key benefit of the utilization of such technolo-
gies is the betterment of the quality of E-health facilitation.
In these systems, the information gathered by these sensors
is susceptible. Accordingly, this sensitive information needs
to be secured. Vijayalakshmi and Arockiam [24] presented
a hybrid scheme to overcome this security challenge. This
scheme is comprised of a cryptography approach for the pre-
vention of unauthorized access. Hence, this scheme supports
secure E-health information transmission.

Ciphertext Policy Attribute-Based Encryption (CP-ABE)
for the realization of fine-grained access control against
smart health security was performed by Zhang et al. [25].
The utilization of CP-ABE in smart-healthcare comprises
different issues. To tackle these challenges, a privacy-aware
smart health access control system is provided (i.e., PASH
with the primary constituent is the partially hidden
CP-ABE). In PASH, only the name attribute is disclosed and
in encrypted smart health records, the access policy’s attribute
values are hidden. Moreover, the more susceptible data is
carried by the attribute values. An effective decryption test of
SHR is realized by PASH (it requires few bilinear-pairings).

Physicians perform the remote monitoring of patient’s data
using electronic healthcare systems. The E-health systems
provide easy data management by using different technolo-
gies like cloud computing but on the other hand, it entails
many security issues. Due to different security and privacy
challenges, to preserve the patient’s secrecy, an efficient and
flexible scheme is required that ensures the disclosure of
information to selectively authorized entities. Accordingly,
Sanchez-Guerrero et al. [26] proposed a secrecy-aware pro-
file management scheme that generates a strong distinctive
credential for the user claims (which comprises the genera-
tion of adaptive Merkle trees through user profiles).

In the domain of Mobile Healthcare Social Network
(MHSN), data privacy is one of the leading challenges.
A secure profile matching and data-sharing scheme in cloud
computing for MHSN are proposed by Huang et al. [27].
The Identity Based Broadcast Encryption (IBBE) is used for
outsourcing the enciphered data to the cloud. Moreover, effi-
ciently and securely the sharing of data to the doctor’s group
is performed. To propagate the doctor’s referral to another
doctor, an attribute-based conditional data re-encryption is
used where the encrypted text is transformed into a new
enciphered text (without leaking the sensitive information).

While sharing and performing the integration of E-health
information, to tackle the security and privacy challenges,
this manuscript focused on providing a solution to these chal-
lenges at the Internet applications. Bao et al. [28] proposed
an application layer based signal scrambling scheme (to
scramble the healthcare information, a tiny data is utilized).
A random number generator or a piece of data is utilized for
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the tiny data derivation (that increases the flexibility of the
scheme).

For the physiological parameters of the patient in Sensor
Cloud Infrastructure (SCI), Masood et al. [29] provided a
six-step based framework. These steps are: (i) the prelimi-
nary selection, (ii) systems entity’s selection, (iii) technique
selection, (iv) patient’s physiological parameter’s assessment,
(v) security analysis, and (vi) performance estimation. For
healthcare data confidentiality, cloud computing is a very
promising technology. It is required alongside the use of elec-
tronic communication with the amalgamation of other secur-
ing techniques. Among different schemes, Health Insurance
Probability and Accountability Act (HIPAA) is the leading
one provided by Mbonihankuye et al. [30]. For the adequate
and well-preserved record-keeping of healthcare data, differ-
ent analytical and conservational methods can be utilized.

Electronic healthcare-services utilize different schemes
for patient-care, which can be utilized in different clinical-
applications. Patient data is enciphered to ensure authorita-
tive access to patient’s sensitive information. In the frame-
work provided by Padmashree er al. [31], the patient
gives the key to the specialist. While in emergency-care,
a patient offers an Attribute-Based-Key (ABK) with a lot of
emergency-supporting representatives and allows access to
the specialist for using the Emergency Key (EK). The Doctor
decodes the clinical-records by utilizing ABK and EK, to pro-
tect the life of the Patient. Cyber-attacks in social insurance
have extended by 125% since 2010 and are presently the
main source of HI security threats, as pointed by Kodmon
and Csajbok citekodmon2015informaciobiztonsag accord-
ingly provided a mix of LSB and 3DES to enhance the secu-
rity measures applied to medical-information. To build up
the experimental simulation, the Java programming language
was utilized. Common block ciphers against the HI security
at cloud comprises AES, DES, 3DES, IDEA Blowfish, RCS,
and RC6, etc.

Incremental and Iterative approaches are not normally
considered in existing methodologies for Information Secu-
rity (IS) frameworks, narrated by Shameli-Sendi et al. [33].
Accordingly, the author proposed a framework to execute
high quality and successful IS. It was delegated to relegate
the organizational tasks and assignments. Fuzzy logic was
applied to evaluate the risk level. De Carvalho Junior et al.
[34] intended to pinpoint the limitations, concerns, and
implementation associated characteristics over the role-based
access control. In light of the assessment and finding for
role-based access control detection, it is the crucial consid-
eration of HI monitoring requirements. A few schemes cater
to the role-based access control adjustments to adapt to HI
challenging security demands. Overall, current role-based
access control schemes are not concerned with the HI indus-
try. Several studies [35], [36] were presented for efficient and
secure architecture against the searchable health-information.

A scheme that joins the watermarking scheme with encryp-
tion techniques for the exchanged medical image’s security is
the primary issue of this research. The framework depends on
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a hybrid approach to facilitate with medical image’s diverse
security highlights while exchanging the medicinal records.
The specialists are presented by Al-Haj and Abdel-Nabi [37].
These days, cyber-attackers are focusing on healthcare and
medicinal services as the most favored domain as highlighted
by Alharam and El-Madany [38] presented a comparison of
the various cybersecurity applications and concentrated on
the Advanced Encryption Standard utilization for protecting
medicinal services against cyber-assaults, and its applications
in e-HI. Several works [39]-[42] presented the review of the
security and privacy issues of E-health.

In Tele-monitoring, there exist several studies focusing on
medical record sharing and efficient resource provisioning
for the autonomous healthcare systems [43]-[50], but these
frameworks deficit in providing a data nature-oriented secu-
rity approach. Lastly, by having an overview of the previous
related researches, we can analyze that the existing schemes
lack in providing a multi-layered, requirement-centric, and
data nature-oriented scheme that provides secure acquisition,
storage, and sharing of HI at the cloud or MCC environment.

Front-end Interaction

A 4

2\

1

&

-

Patient HI repositories

4.Extender/ 5. Crypto- 6. Multi-
Contractor Cloud Cloud
Module Operations Storage

1. Data 2. Data 3. Key
Classification Generation

Identification

Back-end Scheme

FIGURE 4. Overview of the steps against the assurance of HI
confidentiality at MCC.

IlIl. OVERVIEW OF THE PROPOSED WORK

This section presents an overview of the proposed work. The
steps that need to be performed while using MES against
ensuring the HI confidentiality at MCC are depicted by
FIGURE 4, while FIGURE 5 presents the overall scenario
for HI security using MES at MCC. Among these six steps,
some of them are performed at the MCC user side; rest
of the confidentiality ensuring measures at the intermediary
cloud (i.e., Crypto-cloud) and finally, the data is stored using
multi-cloud. These measures are crucial to protect HI against
the different kinds of attacks at the cloud i.e., insider’s and
outsider’s attacks. This research is intended to come up with
the solution against the 5th category of the threat as given in
Table 2.

This scheme begins with Health record identification
and classification. This classification and identification are
from the perspective of the level of confidentiality required.
Most importantly at the MCC client-side (lst module),
an entropy-based generated key would be allocated (arbitrar-
ily created key). The HI owner chooses the key accordingly,
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FIGURE 5. Healthcare monitoring using MES.

based on the type of information stored. The key selection
is dependent on HI identification and classification. Now,
the next module would encipher the health record (to some
extent) utilizing the contractor/extender scheme. Here the
acceptance of 56-bit based plaintext and extension to 64-bit
(i.e., light encryption) would be done. After going through
the contractor/extender scheme, it is passed to the mediator
cloud i.e., crypto-cloud. In this way, information is not given
over to the CSP as is (i.e., in genuine plaintext form however
rather the extended version), in other words, the information
transmitted to the crypto-cloud is not the real type of informa-
tion but expanded form. Next, the crypto-cloud is meant for
cryptography i.e., for performing the securing step (defined in
Section IV) and here the HI would be divided among distinct
blocks, and these blocks would be put away at multi-clouds
(i.e., the enciphered version).

IV. PROPOSED METHODOLOGY

MES includes three significant measures. These measures are
“Identification (IDN)”, “Classification (CLF)”, and ‘““Secur-
ing (SC)”. IDN and CLF are performed at the MCC user
side. While the SC step is performed at the Crypto-cloud.
Crypto-cloud is the intermediary cloud that is dedicated to
performing cryptography measures.

A. IDENTIFICATION

The requirement for securing HI is directed by IDN and
CLF characterization (as per the level of confidentiality of
HI). Here, the identification (to distinguish the criticality
and sensitivity of HI) would be performed. The IDN of
Health records depends on the MCC client’s highlighted pre-
requisites. It usually comprises two general classifications,
with subsequent sub-classifications. Confidential HI (with
high-level security), and open/public HI (which does not
require security).

VOLUME 9, 2021

Algorithm 1: Algorithm-MES Encryption

1 Declaration;

2 PT <« Plaintext;

3 N <« Size of PT;

4 CT <« Ciphertext;

5 PPT <« Padded form of PT;

6 BPT < Binary form of PT;

7 EPT <« Extended form of PT;
8 AGK <« Auto-generated Key;
9 Ki < Key,i=0,1,...,9;

10 CT <« Ciphertext;

11 Execution- Encryption;

12 N « Length(PT);

13 BPT <« BinaryFormatting(PT);
14 if N < 64 then

15 PPT <« Padding(BPT);

16 EPT <« Extension(PPT);

17 KEY-Transformation(AGK);
18 Key-Whitening(Kp);

19 whilei < 9do

20 Permutation(EPT);

21 CT <« Shifting(EPT);

22 CT <« Substitution(EPT);
23 CT <« Key-Addition(K;);
24 CT « Key-subtraction(Kj);
25 i++;

26 end

27 KeyEncryption(AGK)

B. CLASSIFICATION

In HI, classification selects the degree of secrecy based on the
nature of the record. It is useful in picking the HI that really
ought to be secured, and it consequently decreases the secu-
rity expenses. These two classifications are categorized into
five distinctive sub-classifications (based on the degree of
sensitivity). The 5 diverse sub-classifications are referenced
beneath. The securing measure comprises five unique kinds
of keys for the beneath referenced five sub-classifications.

1) NON-SENSITIVE DATA
o Public Data e.g., Doctor’s/specialist’s availability hours
and clinics etc.

2) SENSITIVE DATA

o Less-Sensitive Data e.g., patient name, gender, etc.

o Moderately-Sensitive Data e.g., Doctors/specialists or
the medical centers to which the patient is referring,
patient-doctor appointment date, timings, etc.

« Highly-Sensitive Data e.g., Patient’s diagnostic reports,
etc.

o Extremely-High Sensitive Data e.g., Genetic Informa-
tion, etc.
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Algorithm 2: Algorithm-MES Decryption

Declaration;

PT <« Plaintext;

CT <« Ciphertext;

N <« Size of CT ;

PPT <« Padded form of PT;
UPCT <« Un-Padded form of CT,;
SCT <« String form of CT;
CCT <« Contracted form of PT;
AGK <« Auto-generated Key;
K; < Key,i=0,1,...,9;

PT < Plain Text;

Execution- Decryption;
Key-Decryption(AGK);
KEY-Transformation(AGK);

e NN R W N -

S i e i~
AW N = O

15 whilei < 9 do

16 PT <« Permutation(EPT);

17 PT <« Shifting(EPT);

18 PT <« Substitution(EPT);

19 PT <« Key-Addition(Kj;);

20 PT « Key-Substraction(X;);
21 PT <« i-Key-Whitening(Kp);
22 i++;

23 end

24 SPT <« StringFormate(CT);

25 if PPT! = NULL then

26 UPCT < Un-padding(SPT);
27 CCT « Contraction(UPCT);

[
o

N <« Length(PT);

C. SECURING

The securing measure comprises the rest of the cryptographic
steps. These steps would be performed at the crypto-cloud.
This step comprises 9 rounds, with 10 keys (key-0 for key
whitening and the rest of the 9 keys for the 9 rounds).
FIGURES 6 and 7 shows the modular interaction for the
entire mechanism of HI storage and permitting access of
HI at the cloud. The algorithm for the MES encryption and
decryption is presented in the next section.

D. MODULAR INTERACTION

Three modules at the user side provide the connection of
the patient to the smart devices. Next at the second layer,
the connection of smart devices to the crypto cloud is done
by implementing the ‘securing’ measure, which comprises
eight sub-measures. Lastly, the connection of crypto-cloud
to multi-cloud is done (i.e., the encrypted ciphertext is trans-
ferred to multi-cloud) (see FIGURE 6). FIGURE 7 depicts the
modular interaction for allowing access to confidential HI (by
the patient to the doctor or specialist).

E. MATHEMATICAL MODEL

The used notations in the designed model is then shown
in Table 4.
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>
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HI Accession- >
return
777777 return- - ————— -~ T
FIGURE 7. HI storage sharing using MES.
TABLE 4. The used notations.
PT Plaintext
K Key
Ext Extension
Cn Contraction
LEPT Lightly Encrypted Plaintext
Exp Expansion
DExp Discard Expansion
Pr Permutation for 7™ round
Sr Substitution for ™ round
K7 Left half key for any r™ round
K% | Righthalf key for any r™ round
XY Fx

In the case of x-bit block and y-bit key, a Block Cipher (BC)
is described in the Equation 1.

(PT,K) — CT (D
CT = ¢(PT,K) )

Equations (1) and (2) show the encryption criteria on the
plaintext using the private key. The detailed mathematical
model is provided below:
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1) ENCRYPTION AT THE PATIENT SIDE

Plaintext extension from 56 bit to 64 bit is described by
the Equation (3). The resulting data is regarded as Lightly
Encrypted Plaintext.

LEPT = Ext(PT) 3)

To perform Key whitening, LEPT is temporarily extended
from 64 bits to 128 bits and described in Equation (4). The
key used for key whitening is KO. The KO is the single key
that transforms the LEPT one time. However, for the rest of
the keys (i.e., K1 to K9), each key transforms the LEPT twice.

(LEPT)Exp ® Ko €))

To discard the temporary contraction, DExp is applied to
reduce the LEPT to 64 bit, which is described in Equation (5).

DExp((LEPT)Exp) & Ko )

Next, the Permutation for any r round is performed as
described in Equation (6).

(LEPT & Ko)P' (6)

After performing the substitution for any ™ round, the key
addition (for any r™ round) by the left half key and key
subtraction (for the same ™ round) by the right half key are
then performed, which is described in Equation (7).

((LEPT & Ko)P")S” & K}) ® K}, 7

2) DECRYPTION AT THE PHYSICIAN/SPECIALIST SIDE

If the MCC user/patient/doctor tries to access the HI from
the cloud, the decryption would be then performed. At the
decryption side, the right half key of the ™ round would be
subtracted to cancel out the effect of key subtraction, which
is done at the encryption side, and described in Equation (8).

((LEPT & Ko)P")S" ® K}) @ K} ® K 8)

Next, using the left half key for any ™ round, key addition is
performed to cancel the effect of key addition at the encryp-
tion side, which is described in Equation (9).

(LEPT ® Ko)P")S" @ K] & K] ©9)

For any r™ round, the inverse substitution is performed to
cancel the effect of substitution at the encryption side, which
is described in Equation (10).

S,(LEPT & Ko)P")S") (10)

For any r™ round, inverse permutation is performed to cancel
the effect of permutation at the encryption side as described
in Equation (11).

P.((LEPT & Ko)P") (11)

VOLUME 9, 2021

Key whitening at the decryption side would negate the key
whitening effect at the encryption side, which is described in
Equation (12).

LEPTK, & Ko (12)

After performing the contraction at the decryption side, LEPT
is converted to normal PT, which is described in Equa-
tion (13).

PT = Cn(LEPT) (13)

Consequently, the resulting plaintext is obtained at the
decryption side as the elucidated above. A flowchart of this
entire MES scheme is shown in FIGURE 8.

HI—-IDN
HI— CLF

I SC- P;,K;,N,i=0,1,2,3,....,n (rounds), n =9 I
¥

Exr, Cy, LEPT, Exp, DExp, K,

CT =¢(PT, K)

— K'r K S, Even-round P~

K'g, K7, §', Odd-round P

FIGURE 8. Flowchart for data enciphering.

3) HI SHARING AT MCC USING MES
The following steps are performed while sharing HI using
MCC as shown in FIGURE 9.
1) HI capturing after a health inspection. The patient gets
the Health Inspection Report (HIR) on mobile.
2) Transfer of HI from Mobile devices to the cloud and
from healthcare to the cloud.
3) In case of treatment (from Patient to Specialist/Doctor),
the sharing mechanism describes the access to HI.
4) The doctor accesses the HI from the cloud (by following
the mechanism).
5) The doctor diagnoses and suggests any further referral
(if required).

4) PATIENT EXAMINATION
The patient gets HIR from the HealthCare Center (HCC).
Mutual authentication is performed by the HCC and cloud.
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Modular Encryption Standard
(HI sharing at MCC)

Healthcare

FIGURE 9. HI sharing at cloud using MES.

Healthcare Cloud

HealthCare: Mdy, . (PID, Hll,, Hll,, Hils, Hil,, Hils, Hil, T,,)

CTy= EpdMd,)

Sigy, = Sp(PID, CT,)

Selection of random number rd,

sny =rd,.e(PK)

sny = rdy. PKyi
CTy= Epg- (sny, 513, Tyra)

Ksi= Ha. (sny)

CTy, PIDy;

Cloud:(sny, sny, Ty1)= Dpg (CTy)
Validate if Tepq — Tyyp < AT
snj = e(PK,sny) L
snj Lsny
Ksk = Hy. (sny")
CTy = Eggy (Reply, Ter1) J

CT,
—

Healthcare:(Reply, Tcr1)=Dgg, (CT2)
Validate if Ty, — Tery < AT 1
CTs = Exgy (PID, Sigyy,CTP, T )

CT,
- s

Validate if Tgps — Ty, < AT

Patient:(Reply, Tcr)=Dig (CT2)
Store Sigy,, CTp

FIGURE 10. Patient examination.

TABLE 5. HI Items (HII).

HI-items Description

PID Identity of Patient

HII1 Common Inspection
HII2 Scopy-Exam

HII3 X-ray

HII4 Blood test

HIIS Electrocardiography
HII6 Disease preventive Series

The HCC uploads the HIR to the patient’s cloud. An exem-
plary view of HI items is given in Table 5. The flowchart of
the Patient examination stage is presented in FIGURE 10.

Step 1: The HCC utilizes the patient’s key (i.e., PK) to
encipher the HIR and uses the key to sign the HIR as follows:
Mdpy is the medical HI. The inspected patient items are
presented in Table 6.
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TABLE 6. Patient’s Inspected HI Items (P1_HII).

Hl-items Description

PID Identity of Patient
PI_HII1 Blood Pressure
PI_HII2 Pulse Oximetry
PI_HII3  Electroencephalography
PI_HII4  Electrocardiography

Step 2: After getting the message, the key PK is used by
the cloud for message decoding.

Step 3: After getting the message, the HCC uses the
session-key KSK for deciphering the message.

Step 4: Upon getting the message, the session key KSK is
used by the cloud to decipher the message.

A random-number chooses rd1 and utilizes the cloud’s
key PK to encipher the message for authentication as given
below.

5) PATIENT'S DATA UPLOADING

The patient uses the cell phone to gather the HI acquired from
healthcare. Before setting off to the hospital, the patient uses
the cell phone to move the deliberate HI to the cloud. The
flowchart for the transferring of HI to the patient can be seen
in FIGURE 11.

Patient Cloud

N
[ Patient: Md,,_ (PID, PI_Hil,, PI_Hil,, PI_HIl;, PI_Hll,, PI_Hlls, PI_Hllg T,)

CTP! = EPK(MdPI) -
Store CTp,

A random number rd, chooses

Patient:snz = rd,.e(PK) -
— sny = rd,. PK

CTy = Epk(sns, sna, Tp1)
Ksi = Hy. (sn3)

CT,, PID

e Cloud: (sn3, sny, Tyz) = Dpk (CT) N\

Validate if Terg — Tyy < AT

L sn;' =e(PK,sny) -
snj Lsng

Ks = H,.(sny")

N\ CTs = EKSK(REPIY' Ters) J

CT3
Patient:(PID, mdy, Ty12)=Di gy (CTs)
| Validate if T, — Ters < AT
CTe = Ex g (CTpy, Tp2)

CTe

Cloud:(Cpy, Tp2)=Di g (CT)
Validate if Tery — Tpp < AT
Store CTpy

FIGURE 11. Patient’s data uploading.

Step 1: The patient inspected medical HI mdPI is sent to
the patient by a secure-channel. After the message is received,
the patient uses the key PK for message enciphering.

Step 2: The patient picks an arbitrary number of rd2 and
utilizes the key PK to encode the message.

Step 3: After getting the message, the cloud utilizes the
key PK for message decoding.
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TABLE 7. HI risk management at mobile cloud computing using MES.

Risks Management Description

Access Management

Malicious-Insiders v Layered modeling with Multi-cloud utilization to protect HI from malicious insiders (Cloud Service Providers)
Malicious-Outsiders v The only owner has full control over HI. No malicious outsider can get access to the HI without owner permission.
Security Enhancing measures
Modularity v/ Modularity helps in providing security measures at different layers.

Encryption key management v Five different key varieties, with key encryption as well.

Requirement Centric Approach

Identification and
Classification Measure

<

Identification and classification help in providing a requirement centric approach (based on the degree of
severity and sensitivity of information).

N

Securing Measure

The entire cryptography approach is comprised of the securing measure.

Step 4: After getting the message, the session key
(i.e., KSK) is used by the patient for message decoding.

Step 5: After accepting the message, the cloud utilizes the
session key (i.e., KSK) for message decoding.

6) PATIENT TREATMENT
FIGURE 12 shows the patient treatment stage. It comprises
the following mentioned steps:

Doctor Cloud

Doctor: A random number rd; chooses
sns = rds. E(PK)

sng = rds. PKp ™

CT; = Epk(sns, sne, Tp1)

Ksk = Hp.(sns) J

CTz, PID
Cloud: (sns, sne, Tp1)= Dpx (CT5) N
Validate if Teps — Tpy < AT
sns' =e(PK,sng)
sng Lsng
Ksi = H,.(sns")
CTy = Eggy (Reply, Ters) J

CT,
— 8

Doctor: (Reply, Tcrs)=Dig, (CTs) h

Validate if Tp, — Tgs < AT
CTy = Egg, (Request, Tpy)

CT,
—

CTyo

Doctor:(CTy, Cpr, Signn Ters )=Digy (CTro) \
Validate if Tps — Tere < AT
(PID, CTp) LVpi,,, (Signr)
Through the users’ validated

mdy; = Dpy(CTp)
mdp; = Dpg(CTpy)
Sigp = Sp, (CTp, CTpy, PID, DID, Tp3)
Treatmentp_p = Sigp, CTp, CTp;, PID, DID, Tp3) /

Cloud:(Reply, Tpz)=Dk, (CTs) N
Validate if Tere — Tpy < AT
CTp (T,
CTo = B [sigr, 77|
107 PRk Sigy; Tere )

FIGURE 12. Patient’s treatment.

Step 1: An arbitrary number rd3 is chosen by the doctor
and he utilizes the key PK to encode the message.

Step 2: In the wake of accepting the message, the cloud
utilizes the key PK to decipher the message.

Step 3: After accepting the message, the session KSK key
is used by the specialist to decipher the message.

Step 4: After accepting the message, the session key KSK
is utilized by the cloud to decode the message.
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Step S: After accepting the message, the session key is
utilized by the doctor to decode the message.

Step 6: After accepting the message, the cloud utilizes
the session key KSK for message decoding. The specialist
signs the HIR, (after the treatment) and the gathered inspected
patient data.

The qualitative risk management strategies/confidentiality
ensuring measures of MES is presented in Table 7.

V. EXPERIMENTS AND RESULTS

This section presents the MES analysis from different per-
spectives in the MCC environment. MES at cloud was
executed utilizing the following mentioned specifications.
This section shows the outcomes we obtained from the
performance analysis of our proposed work. We examined
the performance analysis factors of MES solely and in a com-
parative view with other common enciphering block ciphers.
Table 8 shows the environmental set up for the proposed
scheme performance analysis.

TABLE 8. Setup for experiments.

Setup Description

System 64-bit OS, X-64 based Processor

oS Windows 10

Processor  Intel(R) Core(TM) i7-7500U CPU @ 2.70 GHz 2.90GHz

Platform Visual C++ (Visual Studio Community 2017)

A. MODULARITY CHECK

The module-based processor utilization of MES with dif-
ferent sizes of inputs can be seen in Table 9. Furthermore,
the module-based execution time of the MES is given as
follows.

MES encryption’s elapsed time estimation is done. Enci-
phering time is the time taken by the cryptographic scheme
for the transformation of actual data to cipher-text. For
any algorithm, the encryption time helps in figuring the
throughput. It determines the speed of encryption. The higher
the throughput, the lesser the power utilization would be.
By using different sizes of inputs, different outcomes were
acquired, as explained below. The following graphs showed
the supremacy of the proposed work over other algorithms.
The outcomes acquired were recorded in seconds.
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TABLE 9. Rate of processor utilization.

Modular-Analysis Time (1IKB sec) Time 2KBssec) Time (3KBs sec)
1  Key-Transformation 0.0620079 0.00341145 0.00275324
2 Key-Whitening 0.000007030 0.000019749 0.000001057
3 Rounds 0.000371302 0.000035610 0.000025030
4 Key-Encryption 0.000394236 0.000004572 0.000003534

TABLE 10. Distinct processors based analysis.

Processor Categories

MES Elapsed Time

Intel(R) Core(TM) M-5Y10c CPU @ 0.80GHz 1.00 GHz  0.0542858(sec)
Intel(R) Core(TM) i3-4030U CPU @ 1.90GHz 1.90 GHz  0.515033(sec)
Intel(R) Core(TM) i7-7500U CPU @ 2.70GHz 2.90 GHz  0.330330(sec)
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400- '
® I
Q £ 10004 i .
= i ‘I ]
200+ H H A 8 Ha H @
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2nd trial 3rd trial

1st trial

EA Key transformation BB Rounds
B3 Key whitening E= Key encryption

FIGURE 13. Modular analysis of MES.

The processor time of each round [8] was analyzed
by having different input sizes. Key transformation uti-
lizes generally more CPU cycles than the other modules
of MES. The applicability of MES can be seen from the
acquired results. The modular analysis of MES is provided in
FIGURE 13. FIGURE 14 elucidates the performance analysis
of MES with other cryptographic algorithms dependent on
processor utilization. This section presents the comparison
of commonly used cryptographic block ciphers with MES
against HI security at the MCC environment.

Table 10 depicts the outcomes of the execution time of
MES on different types of processors. This analysis was
done using different data sizes. Secondly, these results were
obtained using various generations of Intel processors and the
processor utilization time was obtained against each experi-
ment. The processor usage is the analysis of the time that a
CPU takes to a particular computation. It reflects the load
of the processor. The more CPU used in the enciphering
technique; the higher the processor load would be. These
experiments are done to check the effectiveness and the effect
of the different sizes of inputs and the impact of different
platforms on the processor time estimation.

B. MEMORY UTILIZATION
For performance analysis, one of the most critical parameters
is memory utilization. The below graphs explain the memory
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1st trial 2nd trial 3rd trial 4th trial
Ea MES AES
=8 Blowfish DES
== RC5 EA 3DES

FIGURE 14. Processor utilization rate.

utilization of AES, Blowfish, RC5, RC6 DES, 3DES, and
MES. FIGURE 15 depicts the memory utilization of these
algorithms. This analysis was carried out with the assistance
of the ““Visual studio analysis tab”’. MES diagnostic session
took 10.043 sec with memory utilization was in kilobytes.
While for AES it was 15.265, for Blowfish it was 10.457,
for RC5 it was 15.342, for RC6 it was 10.587, For DES it
was 15.578, and for 3DES it was 20.025 sec with memory
consumption in kilobytes.

C. KEY VARIANCES BASED ANALYSIS

The types of keys (according to user-specified requirements
for attaining a specific level of security) or key variations of
these different schemes can be seen in FIGURE 16. This is
a qualitative comparative approach. DES, 3DES, RC5, RC6,
Blowfish, and IDEA facilitates the single type of key (no
requirement centric approach), AES gives 3 sorts of keys,
and MES gives 5 different types of keys (High degree of
requirement-centric approach). Hence, from the below graph,
it can be observed that MES possesses the highest level of key
variances.

D. KEY-DATA COLLIGATION-RATE FOR SINGLE ROUND
Generally, each key transforms the data twice for each round,
except for the Key whitening (KW) step. Aside from KW,
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Enciphering schemes

Ea MES AES
&3 Blowfish DES
= RC5 B3 3DES

FIGURE 15. Memory utilization.

Degree of Key Varieties

Enciphering schemes

Ea MES RC6
&8 3DES DES
= RC5 E3 AES

FIGURE 16. Degree of key-varieties.

it is eighteen times key subsuming with information rather
than nine times (for 9 rounds), as the key subtraction and
key addition are the keys subsuming measures. FIGURE 17
expounds the relative investigation of RC5, RC6, Blowfish,
IDEA, AES, DES, 3DES, and MES from the single round
key subsuming point of view, where MES performs the trans-
formation twice in each round when contrasted with IDEA,
DES, 3DES, RC5, RC6, Blowfish and AES (MES has the
highest degree of Key-data colligation rate).

E. TIME/SPACE COMPLEXITIES AND RESULTS ANALYSIS

Like AES, DES, 3DES, etc., MES also works on the static
block-sizes. It is independent of the input size and takes
O(1) time complexity. The space complexity of MES is
O(n). These results can be determined by the designed
Algorithms 1 and 2. Moreover, from the above experi-
ments, it can be visualized that MES has better perfor-
mance than other commonly used algorithms in terms of low
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Enciphering schemes
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o Blowfish

FIGURE 17. Key-data colligation rate.

processor utilization rate, less memory utilization, the high-
est degree of key variances, and highest data colligation
rate and this low memory and processor utilization makes
a more favorable choice for mobile devices (i.e., energy
and resource-constrained devices). Due to the other distinct
qualitative security ensuring measures shown in Table 6,
the designed scheme can provide acceptable results in the
MCC environment.

VI. CONCLUSION

Despite the prospective solutions offered by MCC in Health
record monitoring, numerous impediments restrain the key
potentials of MCC. Among these obstacles, security and
privacy are the key hindrances in the utilization of MCC in
healthcare. This is one of the considerable research gaps.
Accordingly, this research utilizes a layered, modular, data
nature-centric cryptography approach, for example, MES,
that utilizes secure HI sharing, and storage mechanisms. The
Comparative results show that this scheme outperforms other
commonly used techniques (from different performance fac-
tors) in the MCC environment. Some limitations and future
directions of the proposed work are given below.

Currently, this approach is intended for the enciphering and
deciphering of textual data and there is no consideration of
the image-oriented data-set yet. However, in future work, this
issue would be considered. Secondly, layered modeling may
sometimes result in lowering system efficiency. Accordingly,
the efficiency of the proposed work can be further improved
by the integration of quantum computing to make it more
adaptable for mobile and smart devices. In the future, we may
ensure patient privacy using the blockchain security model.
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